COMPUTER USAGE POLICIES
Purpose and Scope
This policy applies to all computers on Galveston College’s property, whether administered centrally, in a
classroom, within a department, stand-alone or networked.
This policy also establishes rules and prohibitions that define acceptable use of Galveston College
computer laboratories. When using these resources, individuals agree to abide by the applicable policies of
the College, as well as federal, state, and local laws. The College reserves the right at any time to limit,
restrict, or deny access to its computer resources, as well as to take disciplinary and/or legal action against
anyone in violation of these policies and/or laws. College computer laboratory resources may not be
transported without appropriate authorization.
Computer laboratory resources include hardware, software, communications networks, electronic storage
media, manuals and other documentation. Data includes all files, regardless of size or storage media,
including e-mail messages, system logs, and software (commercial or locally developed).
Computer software purchased or leased by the College is the property of the College or the company from
whom it is leased. Any unauthorized access, use, alteration, duplication, destruction, or disclosure of any
of these assets may constitute a computer-related crime, punishable under Texas statutes and federal laws.
Authorized Use
Galveston College provides computer resources for the purpose of accomplishing tasks related to the
mission of the College. It should be noted that the use of some of the computer laboratories and software
located on the College campus may be dedicated to specific aspects or purposes that limit their use or
access. Galveston College authorized users, shall be allowed to use the College’s computer resources for
school-related and incidental purposes, subject to this policy and other applicable College policies, and
state and federal law, as long as personal use does not result in any additional costs to the College or
interfere with education-related use by other users. Users who graduate or leave the College for any
reason will have their computer access rights terminated.
Privacy
Users’ right to privacy is addressed in Board Policy FLC.
Intellectual Property
Intellectual property laws extend to the electronic environment. Users should assume that works
communicated through the computer network are subject to copyright laws, unless specifically stated
otherwise.
Misuse of Computing Resources
The following actions are strictly prohibited:
1. Criminal and illegal acts. College computer resources are not to be used in support of or for illegal
activities. Any such use will be reported and dealt with by the appropriate College authorities and/or law
enforcement agencies. Criminal and illegal use may involve, but is not limited to, unauthorized access,
intentional corruption or misuse of computer resources, theft, obscenity, pornography, and third party
sexual harassment.

2. Use of College computer resources in support of or for pornography or sexually explicit materials,
gambling, and dating/match-matching services.
3. Failure to comply with laws, policies, procedures, license agreements, and contracts that pertain to and
limit the use of the College’s computer resources.
4. Abuse of computer resources including, but not limited to, any act which endangers or damages specific
computer software, hardware, program, network or the system as a whole, whether located on campus or
elsewhere on the global Internet; creating or purposely allowing a computer malfunction or interruption of
operation; injection of a computer virus on to the computer system; sending a message with the intent to
disrupt College operations or the operations of outside entities; print outs that tie up computer resources
for an unreasonable time period; and failure to adhere to time limitations which apply at particular
computer facilities on campus.
5. Use of College computer resources for personal financial gain or a personal commercial purpose.
6. Prolonged use of computing resources for non-College related activities.
7. Failure to protect a password or account from unauthorized use.
8. Permitting someone to use another’s computer account, or using someone else’s computer account.
9. Unauthorized use, access, or reading of any electronic file, program, network, or the system.
10. Unauthorized use, access, duplication, disclosure, alteration, damage, or destruction of data contained on
any electronic file, program, network, or College hardware or software.
11. Unauthorized duplication of commercial software. All commercial software is covered by a copyright of
some form. Duplication of software covered by such copyrights is a violation of the copyright law and
this policy.
12. Attempting to circumvent, assisting someone else to circumvent, or requesting that someone else
circumvent any security measure or administrative access control that pertains to College computer
resources.
13. Use of College computer resources in a manner that violates other College policies such as racial, ethnic,
religious, sexual, or other forms of harassment.
14. Use of the College’s computer system for the transmission of commercial or personal advertisements,
solicitations, or promotions.
Responsibilities of Users
1. A user shall use the College computer resources responsibly, always showing consideration and respecting
the rights of others by not displaying materials that are offensive to others.
2. A user is responsible for any usage of his or her computer account. Users should maintain the secrecy of
their password(s).
3. A user must comply with all reasonable requests and instructions from the computer system
operator/administrator.
4. When communicating with others via the College computer system, a user’s communications should
reflect high ethical standards, mutual respect, and civility.
5. Users are responsible for adhering to relevant network acceptable use policies.
Potential Liability for Failure to Adhere to this Policy
Failure to adhere to this policy may lead to the cancellation of a user’s computer access, suspension,
dismissal, or other disciplinary action by the College, as well as referral to legal and law enforcement
agencies, if appropriate.

